ITPABHNJIA 3a 6e30macHOCT
Ha JIelaTa U YYeHUIuTe
B KOMIIIOTHPHATA MpPeKa B YUYUJIHIIE U B MHTEPHET

Yacr L. OTroBopHOCTM HAa PBLKOBOAWTEINTE HAa 00pa3oBaTeJJHUTE HMHCTUTYIHUH, HA
npodecuoHATNCTUTE, PA0OTENIH € Jena U ¢ THPOPMAITMOHHO-KOMYHUKAIIMOHHHA
TexHoaorumn (UKT)

Yacr II. IIpaBa 1 OTTOBOPHOCTH HA POAUTEINTE

Yacr II1. OO0uu npaBuJia 3a 6e30MacHO 00LyBaHe B HHTEPHET 32 /IelaTa U YYeHUIUTe
(apanTupaHu 3a TAX)

Yacr IV. IIpaBuiia 3a paboTa B KOMIIOTHPHU Ka0uHeTH B yciaousita Ha COVID-19

Yact V. CobBeTn

HacrosimmuTe npaBuiia ca Ha 0a3a Ha JieiicTBaIly JOKYMEHTH, pazpaboreHu oT [Ibp)kaBHaTa
areHIys 3a 3aKpuJia Ha JIETEeTOo, B MAPTHHOPCTBO ¢ I maBHa aupekius ,,bopba ¢ opranusupanara
npectblnHocT”’, HanmonaneH neHTsp 3a 6e30naceH MHTEpHET, MUHUCTEPCTBO Ha 00pa30BaHUETO U
Haykara, Pernonanno ynpasienue Ha oopazoBanueto — Codusi-rpaj, ppbKOBOIUTEIHN HA
o0pa3oBaTenH! UHCTUTYLIMM 0T Chro3a Ha paboToaTeNIuTe B CUCTEMAaTa Ha HapoIHaTa IPOCBETa B
bearapus, CapyxeHueTo Ha AUPEKTOPUTE B CPEHOTO 0Opa3oBanue Ha P buarapus.

[lenuTe Ha mpaBMIIaTa ca jia ce:

e rapaHTHpa IMpaBOTO HA JIETETO/yYEHHWIIUTE Ha JOCTBI JO TOAXOJSIIA
uHpOpMaLKs U MaTepUalld B MpeXKara;

® OCBHUIECTBU IPEBEHIMS M CHUHTE3UMpa Ha €IHO MACTO HHpopManusaTa 3a
OIMaCHOCTHUTE B UHTEPHET;

® [IpPeI0CTaBAT KOHKPETHN HACOKH 3a 3aKpuJia Ha JIETeTO U 0€30MacHO MOBE/ICHHE
B KOMITIOThPHATa Mpe’ka B JIeTCKaTa I'paJinHa U B yYWIUIIE U B UHTEPHET;

e 110100pM KOOpAMHAILMATA U OTTOBOPHOCTHTE HA YYACTHULIUTE W/WIM BCUYKH
3aMHTEPECOBAHU CTPAHHU.

OTroBopHOCTTa 3a rapaHTUpaHe IIpaBaTa Ha JellaTta M 3alluTa Ha TEXHUTE WHTEPECU €
CIOZIeJIeHa OTTOBOPHOCT MEXY CEMENCTBOTO, OOIIECTBOTO U IbpKaBarta, Uype3 HeMHUTE OpraHu
U UHCTUTYLIMU. BbIpeku ToBa, Ta3u OTTOBOPHOCT € pasIpeieieHa, KaTo T ce Ma/ia NPUOPUTETHO
Ha CEMEWCTBOTO, MO-CHELUAIHO Ha POJUTENINTE, HACTOMHULIUTE, MONEYUTEIUTE WU IPYTUTE
JMLA, IPY KOUTO JETETO € HACTAHEHO, TOraBa Koraro € Ouia mpearnprera Mspka 3a 3aKpuia 1o
OTHOILIEHHE Ha HETO. OTYNTANKU TPyJOBaTa aHTAKUPAHOCT HA POJUTEIINTE, B HSIKOM OT CIIy4anuTe
U TPYOHOCTUTE, KOUTO M3MUTBAT B OTIVIEKAAHETO U BB3MNUTAHUETO Ha JETETO, B
OCHOBOIIOJIaraiys MeK/IyHapoJIeH akT 3a npasaTa Ha neteto Konsennusara Ha OOH 3a npasata
Ha JIETeTO, KaKTO M B Peaulla HOPMAaTUBHU aKTOBE OT HAIIMOHAJIHOTO HM 3aKOHOJATENCTBO, €
MOCOYEHO Kak OOIIEeCTBOTO, COLMATHUTE M OOpa3oBAaTEIHUTE WHCTUTYLUH, M Jbp)KaBaTa
U3ITBJIHABAT TE3U CBOM OTTOBOPHOCTH 32 OKa3BaHE HA aJIeKBaTHA IOJIKpera Ha CEMENCTBOTO, 3a
3aKpHJIa Ha JETETO U 3a 3allUTa Ha HETOBUTE NPaBa U UHTEPECH.

CorinacHo Konsennusita Ha OOH 3a nmpaBara Ha 1€TE€TO, pOAUTEINTE UMAT TbPBOCTEIIEHHA
OTTOBOPHOCT 3a OCHUTypsSIBaHE BHCIIUTE HMHTEPECHM Ha JeTeTo Ja ObJaT MTbPBOCTENEHHO
cboOpakenue. Pomurenure wiu, cropen ciydas, 3aKOHHUTE HACTOMHHIIM, MOMEYUTETH WU
JPYTH JIMLIA, IPU KOUTO JIETETO € HACTAHEHO, HOCSIT OTTOBOPHOCT 32 OTIJIEKIaHETO U PA3BUTUETO
Ha JIETETO.

JIbpkaBaTa, 4ype3 HEHHHUTE OpraHd, TpsAOBa Ja HpeArnpueMe MOAXOIAIIM CTHIKH, 33 Ja
MTOAKPENH POJUTEIUTE IPU U3IIBIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HAKOH POJUTEIN HE MOTaT
UM C€ 3aTPyAHsBAT, TO B TE€3U CIIy4au CE€ HAaMeCBAaT OTTOBOPHUTE IbP:KABHU MHCTUTYLHH, 33 1A
OCHTYpPST CIIa3BAHETO HAa IIPAaBaTa Ha JACTETO U 3a0BOJIABAHETO HA HETOBUTE HY)KIU. 3aJbJDKCHUE HA
IbPKaBaTa € OCUT'YPsIBAHE PAa3BUTUETO HA MHCTUTYLIMH, 3aBEICHMS U YCIyrd. B Tasu Bpb3ka posdra



Ha O6p330BaTeJIHI/ITC HHCTUTYIUH € U3KIIFOYUTCIIHO BaXXHAa U KJIFOYOBA. Te morat ga AoHpUHECAT 3a
O6y‘{eHI/IeT0 " OpEBCHIMATA HA PUCKOBETC HE CaMO Ha J€laTra, HO U Ha POAUTCIIMTE, KAaTO IO TO3U
HA4YMH MOraT Ja UMaT JABOMHA MoJjI3a 3a Aelara. B Ta3u 1mocoka HacTOSIIUTE Impasujia, 1aBaT OCHOBHHA
IMO3HaHMs 3a OITIACHOCTHUTE, KOUTO KPpHUE€ BUPTYATIHOTO IIPOCTPAHCTBO C LICJI OCUTYPABAHE 3aKpujiaTa Ha
ACTCTO OT BPCAHU 3a HETO I/IH(bOpMaI_[I/ISI, MaTCepHralii 1 KOHTAKTH.

OcHOBHHTe NPUHIMITY 32 paboTa B KOMIIOThpHATA MpeXa B IETCKA IPaJMHA U YYHIIUIIE U B
MHTEpHET ca:

1. PaBeH nocTbhll HAa BCUYKU Jlela U YYCHUIIU;

2. 3ammMra Ha Jenara ¥ yYeHUIUTE OT BPEIHO MM HE3aKOHHO ChIbpPKAHUE U
uHpopMalKs KaTo: caMOHapaHsBaHe, ThProBUs C HAPKOTULM, Xa3apT, IpolaraHaupaHe Ha
BpEIIHU M ONACHHM HABUIU U JCUCTBHS KAaTO aHOPEKCHs, OyIuMHus, opHOrpadusi, ToIeprupaHe
Ha pa3luyHu (OPMHU Ha HACWIIKE, NPOIOBSIBAHE HAa TEPOPU3bM, €THUYECKA M PEJIUTHO3HA
HETOJIEPAHTHOCT, CAMOYOMICTBO U JIp.;

3. 3auuTaHe W 3allUTa Ha JIMYHATA HEIPUKOCHOBEHOCT;

4. TloaroroBka M KOHTPOJ Ha JeLaTa U yYCHULIUTE 3a O€30MacHO M OTTOBOPHO
MIOBEJICHUE OHJIANH;

5. ChbTpyIHHUYECTBO B AyX Ha TOJEPAHTHOCT U JOOPOHAMEPEHOCT MEXIY JeTCKaTa

IpaJvHa/y4WIMIIETO U POAUTEINTES/HACTOWHULIUTE.

KommnoTbpHaTa Mpeska B IETCKa TpajiiHa M YYHJIUINE Ce M3I0JI3Ba B NEIarOrMYeCKUTe
CUTYyallUU U y4eOHM yacoBe caMo 3a oOpazoBaTenHy 1enu. LsuiaTa Mpesxa 06xBallia KOMIIOTPUTE,
CBBp3aHU C Ka0emHH W/WiIM O€3)KWYHM BPH3KH, CHTYHPAaHH B KOMITIOTHPHUTE KaOWHETH,
000py/IBaHM KJIACHU CTau M aJ]MUHUCTPATUBHUTE IIOMEILEHHUS Ha 00pa3oBaTeIHaTa MHCTUTYIUS,
KaKTO M yCTpoWcTBaTa (IepCOHAIHU CMapTOHH, JIANTONN U TabJIeTH) ¢ 0e3KUUeH JOCTBI JI0
UHTEpHET.

Jleniata ¥ y4YeHHIMTE UMaT MPaABO Ha:

1. Pamen nocTb 0 Mpexara Ha 00pa3oBaTe/IHATa HHCTUTYLIUSA, C U3KIIIOUEHHE Ha
KOMITIOTPUTE B aJIMUHUCTPATUBHUTE TIOMETLICHHS.

2. Pabota ¢ ycrpoiicTBara (KOMIIOTPH, JIATONU U TaOJIETH) B MpeXKaTa ¢
MOJIKpeTiaTa Ha TeIarOrYeCKy CIeIIHAaIHCT.

3. OOyueHue 3a 0e30MacHO U OTTOBOPHO MOBEJIEHHE B MpexkaTa Ha 0Opa3oBaTeHaTa
WHCTHUTYLUS M B UHTEPHET.

4. Wudopmanus 3a mpaBuiara 3a paboTta B Mpexara.

5. CurypHa nudpoBa cpeia B A€TCKaTa TpauHa U yUUITUIIETO.

6. Ilom3BaHe Ha MOOWJIHUTE CH YCTPOWCTBA U3BBH yueOHHUs Npoliec (MMoYnBKaTa 1
MEXy4acHsTa), a Py U3PUIHO YKa3aHUE Ha YIUTET — M B YUeOHHUS Jac/meiarornieckara
CUTYyallUs 3a LieIuTe Ha y4eOHHsI ITpoLec.

BAKHO! IlpaBunata 3a 6e3omacHa padoTa B HHTEpHET, KOUTO JlellaTa U yYEHUIIUTE ca
3aJIbJDKEHU J1a CTIa3BarT, ce MOCTABST Ha BUHO MCTO B 00pa3oBaTeIHaTa HHCTUTYLIMSA, KAaKTO U B
KOMITIOThPHHUTE KaOWHETH, Taka M Ha caidTa Ha JeTcKara rpaauHa/ydunuiiero. B HadanoTo Ha
yueOHaTa TOJIMHA o TIOJTX OISIII HauuH BCUYKH aena U TEXHUTE
POIUTENHN/HACTOWHUIIH/TIOTICYUTEIH CE 3aIl03HaBar ¢ TAX. [legaro3uTe NepuoIunaHO HAITOMHST 32
TAX U 32 CUTYPHOCTTa B MHTEPHET B MOJAXOIAIIM (OPMH U JIEHHOCTH, B KOMTO C€ BKJIIOYBAT
nenarta/ydeHUIIUTE U POJAUTEINTE UM.

Yact 1. OTroBopHocTM Ha PBKOBOAMTEJMTEe HAa  YYMJIUINETO, Ha
npodecuoHaancTuTe, padoremm ¢ Jgena M ¢ HHPOPMALMOHHO-KOMYHMKALMOHHU
TexHoaorumn (MKT)

JIMpeKTOpPBbT Ha YUUIIUILETO:
1. Opranusupa n1eHHOCTTa O U3MIBIHEHUETO Ha TE3U MPaBUIIA, U OCUTYPSIBA JOCTHII

70 KOMITIOThpHAaTa Mpexka, e(EeKTUBEH U MOCTOSHEH KOHTPOII, TUIAHUPAHETO Ha MEPKHU IO
OpraHM3alusTa 3a clia3BaHe Ha IpaBuWJiaTa 3a padoTara Ha Jelara U yYeHHUIIUTe B MpekaTa u
3alllUTa OT BPEAHO MJIM HE3AaKOHHO ChAbPKAHUE B UHTEPHET.

2. OcurypsiBa IpHu TEXHHYECKA Bb3MOXKHOCT IpOCIesiBaHe Ha Tpaduka,



OCBILECTBSIBAH Ype3 MpekaTa Ha 00pa3oBaTeIHATa MHCTUTYIIHS.

3. Ilpu xoHcTaTupaHe Ha ciyyau Ha KHOEpPTOpPMO3, HE3aKOHHO ChAbP)KaHUE WU
MOBEJICHHE B MpekaTa Ha oOpa3oBaTelHaTa WMHCTUTYIUS W/WIM B WHTEPHET YBEIOMsBa
He3a0aBHO KOMIIeTeHTHUTe opranu — Jupekuus ,,CouuanHo moAnoMaraHe, Io
MecTornpeduBaBaHe Ha neTeTo u [1aBHa qupekmus ,,bopba ¢ opranusupaHaTa mpecThITHOCT ,
cnenuanu3upanuar oraen ,,Kubdepnpecrernuoct Ha MBP. B Te3u ciiydan okasBa HY)KHOTO
ChJICHCTBUE HAa KOMIIETEHTHUTE OpraHd C 1] YCTAaHOBSIBAHE HA W3BBLPLIMTEINTE W
npearnpueMa MEepKU 3a MPOTUBOJCICTBHE M NMpPEMaxBaHE HA CHOTBETHOTO ChIbP)KaHUE OT
Mpexara Ha oOpa3oBaTesiHaTa MHCTUTYIHA. MoJKe /1a rmojydyaBa M KOHCYJITAaHTCKA IMOMOIIL OT
Hanmonanuus neHThp 3a 0e301aceH UHTEPHET.

4. OpraHuzupa B HA4aJIOTO Ha BCSIKAa yueOHa roJlMHa 3all03HaBaHE Ha Jelara u

YUEHHULIUTE U POJUTEINTE/HACTOMHUIIUTE C MpaBuiIaTa 3a 6e3omnacHa paboTa B Mpexara.

5. OcurypsiBa OTTOBOPHO JIHIIE (CITYKUTEJ WIA HAET BHHILEH CIELMAIUCT), KOETO Aa
M3MBIHABA QYHKIIMUTE HA CUCTEMEH aJIMUHHUCTPATOP.

Yunreanre, nejaroru4ecKUTe CleMaJucTH ¥ PbKOBOAUTEINTE 110 HANIPABJICHHE
HUKT ca nnbxHM na:

1. PazscusBar mpaBuiaTa 3a 6€301acHO U OTTOBOPHO MOBEICHUE ITPU paboTa B
MpeskaTa Ha 00pazoBaTeIHaTa MHCTUTYIUS U B UHTEPHET.

2. OcpliecTBIBaT NOCTOSHHO HAOIOACHNE H KOHTPOJ BbpXY paboTara Ha Jenara u
YUEHUIIUTE B Mpexkara Ha oOpa3zoBaTeHaTa MHCTUTYLIHUS B yueOHO BpeMe.

3. Ipennpuemar He3abaBHM MEPKH 32 IPEYyCTAaHOBSBAHE HA JOCTHIIA HA Je1aTa 1
YUEHUIUTE JI0 HE3aKOHHO U BPEIHO ChABPKAHUE B MpexkKaTa.

4. YBemomsBaT He3a0aBHO AMPEKTOPA HA JIETCKATa IPaJMHA/yUMIIUIIETO MPH
HapyllaBaHe Ha IpaBHJaTa, CIyyau Ha KUOEPTOPMO3 WM MPU YCTAaHOBSIBAaHE HA HE3aKOHHO U
BPEIHO ChJIbP’KaHUE WM IIOBE/ICHUE B MpeXkaTa.

5. Oxa3zBar mojkperna Ha Jielia ¥ Y4eHUIIH — O0EKT Ha KHOepTOpMO3, upe3
II'bPBOHAYAIHA TICUXO0JIOTUYECKA MOJKPENa OT YUMINIIHUS IICUXOJIOT, YpE3 Pa3roOBOp OT
CTpaHa Ha MeJaror B JeTCKaTa rpajiiHa 3a CHUKaBaHE Ha HAIPEKEHUETO Y JIETETO.

6. Curnamusupat npu HeoOxoaumoct Jupexus ,,CorpamHo noanoMarase’ mo
MECTO)KMBEEHE Ha JIETETO/y4yeHHKa ¢ 11eJl OLIEHsIBaHe Ha Hy’K/JjaTa OT HACOUYBaHE KbM
COLIMAJIHY YCJIYTH 3a OKa3BaHE Ha Mocje/ABallia moJIKpena.

CHCcTeMHHUAT aAMMHUCTPATOP (CITyKUTEN B 00pa3oBaTeIHATa MHCTUTYLIUS WK HAeT
BBHIIICH CIIEIUAIIUCT):

1. OcurypsBa obuiara 6€30MacHOCT U (PYHKIIMOHATTHOCT Ha MpeKara.

2. Ilpemara u mpuinara MEpKH, OTpaHUYaBaIIH JOCTHIIA HA JIeaTa U YISHUIUTE 10
BPEIHO WIN HE3aKOHHO ChIbPKaHKUE U NIOBEICHNUE B UHTEPHET B CbOTBETCTBHE C
JefcTBaIlOTO 3aKOHOAaTeNNcTBO Ha PenyOnnka buarapus.

3. U3BbpiiBa nepuouyeH nperie] Ha KOMIIOTbpPHATa Mpeka Ha oOpa3oBaTesiHaTa
MHCTUTYLUS 32 HAIMYUE Ha Bb3MOXKHU 3aIUIaXU M PUCKOBE 32 CUTYPHOCTTA Ha Jelara u
YYEHHMLIUTE NPH paboTa B UHTEPHET.

4. Crnenu Tpaduka, OCHIIECTBIBAH Ype3 KOMITIOThPHATA MpeKa Ha 00pa3oBaTeIHATA
WHCTUTYLHUS.

5. Ilpeanpuema He3abaBHU MEPKHU 3a MIPEYCTAaHOBSIBAHE HA JOCThIIA HA Je1aTa u
YUEHHUIUTE 10 HE3aKOHHO U BPEJHO ChABPKAHHUE B MpeXkKaTa.

6. VYBenomsiBa He3a0aBHO TUPEKTOPA HA YUWIIMILETO MPH CIydad Ha KuOepTopmMo3,
HapyllaBaHe Ha MpaBUJIaTa UM IIPU YCTAaHOBSBAaHE HA HE3aKOHHO ChABP)KAaHHE WM TOBEJCHHE
B Mpe’Kara.

7. CeppeiicTBa 3a yCTaHOBSIBAaHE Ha U3BBPIIUTENIN HA KUOSPTOPMO3 U TpUIara MEpKH
3a OrpaHUYaBaHE Ha TaKUBa CIIy4Yau.

Yacr II. [IpaBa 1 0TTOBOPHOCTH HA POAMTEINTE

Poauresaure nmart npaso aa:
1. TMomydaBar nH(OpMALIHS 32 PUCKOBETE U 3aILIaXHUTE 32 OE30MaCHOCTTA Ha



TEXHUTE Jiella Ipu paboTa B MHTEPHET B JAETCKATa rPaJHa/yUWIHIIETO U BKBILH.

2. bwaat cBoeBpeMeHHO HHPOPMHUPAHHU, aKO JETETO UM € 00EKT Ha KHOEepTOpPMO3 B
JIETCKATa IpaJInHa/ yIHIIHILETO.

3. YuyacTBaT ChbBMECTHO C PHKOBOJICTBOTO HA 00pa30BaTeIHATAa MHCTUTYLIHS MIPH
pa3pfiiaBaHC HaA BCCKHM KOHKPCTCH HpO6J'I€M, CBBP3daH C HAPpYyIIaBaHC Ha IIpaBUJiaTa OT CTpaHa
Ha TCXHUTEC ACLa.

4. VY4acTBart cbC CBOU MMPEATIOKEHUA B OIIPEACTIAHETO HA IIpaBujiaTa U MEPKUTE 3a
0e30macHO M3MOI3BaHEe HA MHTEPHET B J€TCKAaTa rpafuHa/yauIHILIETO.

5. TMonyuar nadopmanms 3a HHOOPMAITMOHHO-CUTHATTU3AIIMOHHHN TJIATHOPMH KaTO_
www.gdbop.bg; www.cybercrime.bq; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTesinTe HOCAT OTTOBOPHOCT J1a:

1. TlomorHat Ha AETETO CH Ja U3TPaJr YMEHHS 3a OHJIAH 00IIyBaHe U OE30TacHO
M3I0JI3BaHE Ha MHTEPHET.

2. OcpbllecTBSBAT MOCTOSIHEH KOHTPOJI 32 CUTYPHOCTTA Ha JIETETO CU B MHTEPHET.

3. IlposBsBaT nHTEpeCc KbM aKTHBHOCTTA HA JICTETO CH B MPEKaTa, BKIIOYUTEIHO U
CH3/1aBaHETO HA MPOPWIN B COIIMATHI MPEKHU U PETHUCTPALINU B CAUTOBE U MOOMITHH
OPWIOKEHHS, KAaKTO W Ja pa3siCHAT IIOCIEICTBHATAa OT  Ch3JaBaHETO  H/WIH
Pa3npOCTPAHEHUETO Ha OTPEICICHO ChAbPIKAHHE.

4. Ilpm ycraHOBsIBaHE, 4e IETETO UM € )KepPTBa Ha KHOEPTOPMO3, Jla CUTHAIM3UPAT Ha
otaen ,,KubepnpecrsnHocT” kbM [ 1aBHa qupeknus ,,bopda ¢ oprannsupanaTa npecTbIIHOCT
(http://www.cybercrime.bg/bqg), Win Llentnpa 3a Oe3omnaceH UHTEPHET
(https://www.safenet.bg/), kakro u morat na norbpcsr chaeiicreue ot Jupekuus ,,ConuamHo
MOJIIOMarane‘* o MeCTOXXKMBECHE Ha JISTETO C 1161 OKa3BaHe Ha IICUXOJOrMYecKa IMOIKperna Ha
neteto. B To3u cirydaii TpsAGBa 1a yBeIOMSAT M IUPEKTOPa Ha 00Pa30BaTeIHATA HHCTUTYIIHS.

5. CobxpaHsBar 37paBeTo Ha JETETO, KATO MPOCIeIIBaT BPEMETO 3a U3I0I3BaHE Ha
UHTEPHET.

6. YBemomsT aupekTopa Ha 0Opa3oBaTeIHATa HHCTUTYIHSA, KOTaTO UM CTaHe
M3BECTHO, Y€ JIETETO UM € O0CKT Ha TOPMO3 OT JIPYTO JIETE, C KOETO € B €IHO U CHII0
YUHITHIIE.

Yacr II1. O0mm npasuJia 3a 6e3onacHo o01IyBaHe B HHTEPHET 32 Jenara u
YUeHHUIUTe (AJANTUPAHU 32 TAX)

Kato nere u yueHHK ChbM JUTHXKEH Ja CIla3BaM CJIeTHUTE MpaBuia. AKO ce 3aTpyJHsIBaM
B TAXHOTO pa3OupaHe, MOra Jia ToJTy4a MOJKpena OT POAUTEI WK OT YUUTell, 3a 1a MU Obaat
OOSsICHEeHHU:

1. Jla #He maBaMm jmuHa WHGOpPMAIUS: MME, ajpec, Mapoja OT eJIeKTPOHHA IIOoIIa,
npodus B colMaiHa Mpexa, JIM4eH TeleOHEH HOMep, JeTcKaTa IpaJuHa/yuduJIHILETO, B
KOETO yua.

2. Jla He naBam mH(oOpMalus 3a MecTopaboTaTa UK JIMYEeH U cliykeOeH TenedoHeH
HOMEp Ha POJUTENUTE, HACTOMHHUIINTE, OJM3KUTE, MPUATEINTE, ChYICHUIIUTE U MMO3HATHTE CH
0€e3 TAXHO pa3pelieHHe.

3. [la He m3mpariaM M J1a He Ka4yBaM OHJIAHH CBOM CHUMKH U BHJIea, O€3 IpeIn ToBa
Jla € 00CBHJICHO M B3€TO PEIIEHUE C POAUTEINUTE MH.

4, Jla He wW3mpamiaM W Ja HE KauyBaM OHJIAHH CHUMKH W BHJea Ha TPHUATEIH,
CbYUEHHIIH, POAHUHU, YUNUTENU, OJIU3KH, TO3HATH U JIp., O€3 Mpeu TOBa J1a € 00CHICHO C TSIX,
a B CcIydaWTe, KOTaTo Ce Kacae 3a MOW INPHUATENH, ChYYSHHIIH, J]a € ChIIIACYBaHO OT TSIXHA
CTpaHa U C POJUTEIUTE UM.

5. Jla He oTroBapsiM M Aa HEe OTBapsM IpHUKadyeHU (QaillioBe Ha eNeKTPOHHA MOolIa,
MOJTy4YeHa OT HEMO3HAT MojaTell. Ts MoXKe J1a ChAbprKa BUPYC UIIH ApYyTa 3JI0BpEIHA Iporpama,
KOSTO Ja YBpeAW KOMMIOTHpa/TenedoHa/Tabiera WM Ja TO HAMpaBH YSA3BUM 3a BBHHIIEH
JOCTBII.

6. Ille ce mochbBETBaM C POJUTENUTE CHU/ydUTEN, IPEAU Ja CBAJI MIM MHCTAIUpam



http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
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http://www.cybercrime.bg/bg
https://www.safenet.bg/

HOBA IIpOrpama/IpuiIo’KeHIe Ha KOMITIOTBD, TeIe(OH, Ta0JIeT, KAaKTO U HE IPaBs HUILO, KOETO
MOJKE J]a YBpEeIW KOMITIOThpPA WJIM 4Ype3 JalleHO NEHCTBHE Nla ce Pa3KpHAT IaHHH 32 MEH U
CEMEHCTBOTO MH.

7. Hemiara, KouTo NpaBsi B UHTEPHET, HE TPSIOBa J1a BPEIAT HA APYTH XOpa WiIH Ja
MPOTHBOPEYAT HA YCTAHOBEHHTE TPaBWIIA (YaCT OT TSAX Ca YPEIACHU B 3aKOHH).

8. MH3BecTHO MH e, 4e € 3a0paHeHO J1a Ce M3MO0JI3BA YYXKI0 MOTPEOUTEIICKO UME,
mapoJia ¥ eJIeKTPOHHA II0IIa.

9. Jla He muILa U Ja HE Ka4BaM HUILO, KOETO MOXeE Jia € OOMIHO WM YHU3UTEIHO 32
MEH WJIH 32 JJPYTH XO0pa.

10. Heszab6aBHO nH(pOpMUpPaM Bb3pACTEeH (POAUTEIN, YUUTEN, JUPEKTOD,
MeIarOTMYECKH ChBETHHK), KOTaTo IMOMAaHa Ha MaTepUalld, KOUTO ME Kapar Jia ce 4yBCTBaM
HEYJO00HO WJIM Ha MaTepHaly C BPEAHO WM HE3aKOHHO ChIbpPXKAHHE, KOETO MOXe na Obae
nopHorpadusi, TPOMOBSAIBAHE HA HACWIME W TEPOPH3bM, CTHHYECKA W PEIIMTHO3HA
HETOJIEPAHTHOCT, ThPTrOBUS C HAPKOTHUIIH, Xa3apT H Jp.

11. Jla He oTroBapsiM Ha ChOOIIEHHS, KOUTO ca OOWIHU, 3aIUIAIIUTEIHN, HETIPHITUIHU
WA M€ KapaT Ja ce 4yBCcTBaM Heyn00HO. H(popMupam poauTeanTe CH/KIIAaCHUS PHKOBOANUTEIL,
YUYUTEI, TUPEKTOP, IMEeJArOTUICCKN ChbBETHUK 32 TAKHBA ChOOIICHHS.

12. Axo Hsxoi Me OoOMXJa WJIM TOPMO3M OHJIAiH, He oTroBapsiM. /lokimaaBaM ro Ha
OTrOBOPEH Bbh3pacTeH (POAUTEN, YUUTEN, JUPEKTOP, MEJarOrn4ecK ChBETHHUK). Mora u cam Ja
JOKJIa/IBaM, KaTo I0JaM CHTHAJl Ha CaMUsl CaiiT WM Ha MOCcOYeHHUTE aapecu: Www.gdbop.bg;

www.cybercrime.bg; www.spasidete.com;  www.facebook.com/bgcybercrime;
www.safenet.bg u ro 6mokupam. JfoOpe ¢ na HanpaBst BenHara eKpaHHA CHUMKA (CKPHUHILIOT)
Ha ChOTBETHUS Pa3roBOP WM ChIbP)KAHUE KATO CICKTPOHHO JI0KA3aTEIICTBO, KOETO Mpe/iaBaM
Ha OTTOBOPEH BB3pacTeH (POIAUTEN, YUUTEN, JUPEKTOP, IEJAarornaecKu ChbBETHUK).

13. BuumaBam, koraTto pasroBapsim B 4at. [lomHst ipaBuiio Nel: e xopara oHJIaiiH He
BUHATH Ca TE3H, 32 KOUTO CE MPEJICTABAT U MOTaT Jia ThPCAT OIpeesieHa nH(OopMaIHsi, C KOSTO
J1a 37I0YIOTPEOSIT ¢ MEH Wi ¢ Apyrute xopa. [IpaBuiio Ne2 e ue He mpaBst HUIIO HA PYT YOBEK
B MpeXara, KOETO He UCKaM J1a MU C€ CIIyYd M Ha MEH.

14. Ako ce crnyuu Aa nomnajaHa Ha HHGOpMAaIUs WK APYro chabpxaHue B Mpexara,
KOETO HE MH XapecBa WJIM Me IUIAllM 10 HSKAaKbB HAa4YMH, MOTa Ja I0JaM CHTHall Ha
JeHoHoInHaTa U Oe3ruiatHa Harmmonanmuata tenedonHa nuHus 3a fgena 116 111, na otaen

., Kubeprnpecrsrroct na I'JIBOIT (http://www.cybercrime.bg/bg), na I{entspa 3a 6e3omacen
HHTEPHET Ha ajgpec: Www.safenet.bg, viu na texuus tenedon 124 123, unu npes yar-mMoayiia
Ha Www.safenet.bg .

15. Tpsaba na He mpuemMam Cpelly ¢ JKIa, ¢ KOUTO ChbM C€ 3aro3Hajl/a B UHTEPHET,
OCBEH ClIe]] ChIIacueTo Ha poautenute Mu. [IoMHs, 4e Xxopara, ¢ KOUTO ce 3all03HaBaM OHJIaH,
HE BUHAIU ca Te3H, 3a KOUTO ce mpecTaBaT. OnUTBaM ce BUHATH Ja IPOBEPsABaM Jjajld YOBEKBT
OTCpella HAaNCTHHA € TO3H, 32 KOTOTO C€ MPEJCTaBs uype3 MPOBEpKa MO UMe, IMEHII, CHUMKA U
KOHTPOJIEH BBIPOC, Ha KOMTO OM TpsiOBano Ja 3Hae OTroBOpa, ako € HauCTHHA To3U. [lpm
ChMHEHHE MOKE J1a TI0J1aM CUTHAJI WJIH JIa TIOTHhPCsI ChBET Mpe3 caiita Ha LlenThpa 3a 6e3omacen
uHTepHeT WWW.safenet.bg.

16. M3non3Bam HACTPOHKHTE 3a OE30MMACHOCT M 3allyTaTa Ha JIMYHUTE JJAaHHU Ha
COLIMAJIHUTE MPEXHU, MOOMITHUTE MPHIIOKEHHSI U Opay3bpuTe.

17. Wznon3Bam ¢yHKIMATA 32 6e30macHO chpdupane. Ja He mocenaBaMm caiToBe B
MHTEPHET, KOUTO Ca ChC ChIAbPIKaHUE, HEMOIXOAIIO 32 JIeTCKa Ay JUTOPHUS.

18. WM3mon3BaM TpyaHU (IBJITH, C TIIABHU U MAJIKH OYKBH, IIU(PPU U CIICIIHATHH
3HAIM) U Pa3IMYHU 32 BCEKU CaT maposu.

19. M3mon3BaM aHTHBUPYCHA MpOrpama, KOsITO CIIe/IBa PEIOBHO Jie ce OOHOBSIBA.
3aeJHO ¢ OTTOBOPHMUTE BB3PACTHU (POAWTEN, YUYHUTEN, AUPEKTOP), MOJABPKaM MOCIETHUTE
aKTyaJIM3WpaHU BEPCHH Ha BCUYKH MPOTPaMU M MPUIIOKCHUS.

20. Axko mos3BaM OOIIM KOMIIOTPH, BUHATH MPOBEPSBAM JTAJIM CbM H3JISI3bJI/U3IA371a
oT npoduina cu, ciaen Kato cBbpUIM yaca. B cimyuail, ue Hameps yCTpoICTBO, Ha KOETO APYT
YYEHHMK € paboTMII, HO HE € 3aTBOpUI npoduia cu, BeHara Iie u3is3a 6e3 Ja mperyiexsam,
MIPOMEHSIM WM J00aBaM nHpopmMalus B mpoduia my.
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21. TpabBa na WMaM TMpeaBHJ, Y€ KOraro myOJMKyBaM HEBSpHA W H30IAYeHa

nH(popManus 3a Ipyr YOBEK, IOPH C SCHATa MUCHJ, Y€ TOBA € IIIera, ToBa MOXKE Ja JIOBEJE /10
3nmoynorpeda u A0 HENPUIATHU MPESKUBIBAHUS 32 TO3U YOBEK.

Yact IV. [IpaBuia 3a padora B KOMIIOTHPHH KaOuHeTH B ycaoBusaTa Ha COVID-19

1. [lonpenOata Ha TepMUHATIUTE U PAOOTHUTE KOMIIOTHPHU CTAaHIIUU B KAOMHETHUTE IO

UT tpsidBa na 6b1aT choOpasenu ¢ uznuckBanusaTa Ha C30 3a HaMasiBaHE Ha pUCKa OT 3apasa.

2. OcwurypsiBaHe Ha MPOBETPSIBAHE HA KAOWHETUTE CIIe/T BCCKH Yac.
3. Ilpu OECP ce u3nons3Ba enHa miatdgopma 3a 1suioto ygwiunie — MS Teams u

YUEHHULUTE ce MpUAbpKaT KbM OO0IuKTe IpaBuiia 3a 6€30MacHo 00IyBaHEe B MHTEPHET.

33)1']:.]1)KCHHH Ha YYCHUIIUTE

1. Cmassar HYy)XHaTa ColHaIHa AWCTaHIHsA, CbIJIaCHO HOPMHUTE WM H3HWCKBAHMUATA 3a

InpujiaraHe Ha NpOTUBOCTIMACMHUYIHUTC MCPKHU.

2. OTFOBapﬂT 3a HNOAAbPIKAHEC B M3PAJACH BHJ Ha JIMYHOTO CH pa6OTHO MACTO

/KIlaBUaTypa, MUMIKa U OIOPO/, ONPEAETICHO B HAYAIOTO Ha y4eOHAaTa roMHa, B HAYAJIOTO Ha
BCEKH Yac.

3. He m3non3Bat uyxau yueOHN MaTepHalii M MOCOOUS MPH peaTu3upaHe Ha YICOHHS

poriec.

Bnuzat u u3nuzar ot KK mo ycranoBeH pen, moj HaOM0eHUE HA YIUTEN.

[To BpeMe Ha yac He HamycKaT pabOTHOTO CH MsICTO O€3 pa3pelieHrne OT yUYUTeNl.
[Ipu HeobxonuMacT OT eKuIlHa paboTa, cra3BaT yCTAHOBEHA JUCTAHIIMSL.

7. Hocenero Ha Macku B KOMIIOTHPHUTE KaOMHETH € kenaTesHo. [Ipu Hamyckane Ha

o0 s

KaOMHeTa MOCTaBsIHETO HAa MacKa € 3aBJDKUTCIIHO.

8. M3nomsBaHe HA Ne3nH(EKTAHT IPEIU HAYalo0 U Kpaiil Ha padorTa.
9. MMoxxoasT kbM KK cTaBa mo ycTaHOBEH pell B YUHIIHINE — CaMO IO H3TOYHOTO

CT’I)JI6I/IHI€, IIpHU CIIa3BaHC Ha IIpaBHJIaTa 3a CONHAJIHA JUCTAaHIUA.

10. HpaBI/IJ'IaTa 3a Oe3omacHa pa60Ta Ha YYCHHUIUTC B YUWJINIIIHATA KOMIIIOTbpHA MPEKa

1 B UHTCPHET NPOAbJI’)KaBaT Aa CE€ CIla3BaT, KAKTO IIPH IIPUCHCTBCHO, TaKa U ITPHU AUCTAHIIHUOHHO
O6y“IeHI/I€ Ha YYCHUIUTC.

Yacr V. CbBeTn

CBbBETHU 3A 3IPABETO

3a 1a paboTHTE Ha KOMITIOTHP, O€3 J1a YBpPEIUTE CBOETO 3/IpaBe, peayBail BpeMETO CH B

OHJIalH U o¢IaiiH cpesia, KaTo cria3BaiiTe cieHUTe NpaBuia:

3a 1a He YBpEAUTE 3pEHUETO CHU:

Pa3CTOAHUETO MCKIAY OUUTE U MOHUTOPA Tpf[6Ba aa 6’1))16 OKOJIO ITOJIOBHUH METBP,
Pa3CTOSIHMETO MEX/y OUMTE U KJIaBHATypata Ja 0bJie OKOJIO MOJIOBUH METHP;

BHPXY MOHUTOpA HE TPsOBa J1a ToMaja mpsika CIbHUEBA CBETINHA,

He paboTH B CTas, KbJIETO NMa CMECEHA CBETIIMHA — CIIbHYEBA U U3KYCTBEHA;

BPEJIHO 32 OYHUTE €, aKO 33 MOHUTOpA Jla ©Ma Mpo3o0pel] 6e3 MopH 1 3aBECH;

3a Ja OTIHOYMBAT OYUTE, OT BpEeME Ha BpeMe OTMECTBaiTe mMoryieja OT MOHUTOpa W
MOTJIeK 1Al pe3 Mpo30pelia Ui KbM Hall-[IalleqHHsI Kpail Ha cTasiTa BbpXY JajleueH 00eKT;
€7IMH BT B TOAMHATA TIPOBEPSBAM 3PCHUETO CH TP OUeH JieKap (0 TaaMoJIor).

IIpu pabora ¢ kaaBuarypara:

HE MPErbBail KUTKATa, KOraTo MUILIELL;

CI'bBail JIEKO IPBCTUTE HA PbKATA U OTIIYCKal MaJela;

no0pe e Ja U3MOo3Ball KJIaBruaTypa ¢ KJIABUIIH, KOUTO Ca MO JICK HAKIIOH.



IIpu paGora ¢ Mumka:

e MUIIKaTa TPsOBa 1a ObJe C pa3Mepa Ha JAJIaHTa;
® HE JIBIDKY MUIIKATa caMo ¢ Tajena U MaJKus MPhCT;,
e [I0J3Bail OAXOJAIIA ITOIOKKA 3a MUIIIKATA.

Meobeaunre

e CTONBT TpsIOBa ja ObJe Ha KOJIENIa, C PeryupyeMa BUCOYMHA Ha ceaiKaTa u
obnerankara, KOATO TpsiOBa J1a OCUT'YpH OIlopa Ha TpbOHauHMs CTHIO B 00JIacTTa HAa KPBCTa;
e Oroporo TpsiOBa 1a ObJe CTAOMITHO M YCTOMYMBO HA BUOpALIUK.

CXEMA 3A YBEJJOMSABAHE B CJIYYA HA KHBEPTOPMO3

CucremeH aIMUHUCTPATOP
(CITy>KUTEN UK BHHIIECH
CIEIHAJINCT)

VYuuren, Bp3OUTATE]L,
PBKOBOJIUTEN
HanpasieHue UKT,
JIUPEKTOP, MEeAArOTHYECKHU

Jupextop

CIICOUAINCT

-

o
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HaCTOMHUK,
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,,COIIHAITHO
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KPATBK PEYHUK U JOIIBJITHUTEJIHU CBBETH:

KAUYBAHE U CITIOAEJSAHE HA CHUMKMU — CHUMKM WU BUJIEO HA JETE, YUCHUK,
pPOIUTEN, YYUTEN, AUPEKTOP, ICHUXOJIOI, PECYpCeH YUYMTEN, ONU3KU, NMPHUITENIH, MO3HATH WIN
HETO3HATH JIMIIA ca ITyOJIUYHO JOCTHIIHU U300paKeHUs B MHTEPHET, KOUTO MOTaT J]a ca KaYeHH OT
POIOUTENINTE WIN IPYTH YICHOBE Ha CEMEUCTBOTO, IPUSTENH, ChbyUYeHUIU U JIp. Te3u, KouTo ca ru
CTMOACTIIIN/KaYiiI B MHTEPHET, MOXKE Jla UMaT M3IsUI0 100pu HamepeHus KbM Hero/Hes. Koraro
ce Kacae 3a CHMMKHM, Ha KOMTO HE CT€ aBTOp, CBIIUTE HE Morar Ja ObJaT IOJ3BaHU U
MOy pU3HpaHy 0e3 ChIiaacueTo Ha TeXHUs aBTop. Ho TakoBa chabpikaHue MOKe J1a HaKbpHSIBA
JMYHOCTTAa U JOCTOMHCTBOTO Ha JHLeTo. [IpernopbunTenHo € 1o HUKaKbB [IOBOJ J1a HE ce KayBat
CHMMKH Ha JIeTe, 32 KOUTO UMa U Hali-MaJIKOTO CbMHEHHE, Y€ MOTaT Jla My HaBpeIsT U 6e3 HEroBO
cbriiacue. CroJiesissHeTO Ha CHUMKU € YECTO CPEIaHO SIBJICHHE B COLMAIHUTE MPEXH, 3aTOBa
OCHOBHA NPEMNOPHKA € MOAOOHN CHUMKH JIa C€ CHOEIAT CaMo € XopaTa OT CHUCHKA C MPUATENN
Ha YOBEKa, KOMTO MCKa Jla KayM CHUMKaTa, U olle Mo-100pe — caMo ¢ rpymnara Ha Hai-OJau3ku
NPUATENN OT peaJHusl KUBOT. BakHO e, Koraro ce cHuMa Chc CMapTQOH, J1a ce yBEpHTE, ue
CHUMKHTE HE C€ KauyBaT aBTOMAaTU4YHO B Mpo¢uia Ha POAUTEN WM JETeTO B CailToBe KaTo
Wucrarpam Hanpumep. B npodunnre cu B conManHUTE MPEXHU TPsOBa J1a CT€ CUTYpHH, Y€ CTe
HACTPOWJIM JOCThIIA 10 CHUMKHUTE CH TaKa, 4e a ce BUKAAT camo oT npusrtennure Bu. Cpioro ce
OTHACS U 332 HACTPOMKUTE Ha 00JauHU yCIYTH, B KOUTO CE€ ChAbPKAT CHUMKU U MH(OpMaLIUSL.

DAJIINIMBU HOBUHMU - Ch3narenute Ha GaliiuBd HOBUHH U3IIOJI3BAT TPAJIUIIMOHHU
MEIMITHU NTOXBATH 3a MPUBJIMYAHE BHUMAHUETO HA YUTATEIIS, HAIPUMEP IPOBOKUPAILLN 3arjlaBus,
HO yCHSBaT Ja ro 3a0iyAsT U Ja ro HakapaT Ja MOBSpBa, 4ye MHQOpMAIUATa, KOATO 4eTe, €
MCTHUHCKA.

Kak na pasno3naem ¢aammBuTe HOBUHH:
e [IpaBere pa3nuka MEXIy XyMOPUCTUYHHU U CEPUO3HU HOBUHAPCKU CaliTOBE. 3anuTaiTe ce
— MO3HaBaTe JId MeAusTa U uMare i u goepue? [Ipoepere nmanu 3arjaBUETO, KOETO
YeCTO € TPbMKO U IIOMITIO3HO OTIOBaps Ha ChAbPKAHUETO HA HOBUHATA;

e JlpoBepere nanu KypHAJUCTHT € MOCOYMJI KOHKPETHO M3TOYHHMKA Ha MH(OpMaIUs Win
unHpopmanuara ce Oazupa Ha Japyra cratus. [lpoBepere nany OCHOBHMSAT H3TOYHHK Ha
uHpopManusa € JA0CTOBEepeH. BuHarm moryexnaiiTe Ha4ajaoTO MM Kpas Ha CTAaTUATA, KbIETO
OOMKHOBEHO € MOCOYEH M3TOYHMKBT Ha MH(popmanus. AKo ce Kacae 3a MHpopMaius, KOsTO
MIPOU3JIM3a OT AbpKaBHA MHCTUTYLUS, TpOBepeTe opuIMaIHaTa i cTpaHuLa 1anu GUrypupa Ta3u
HOBUHA WJIM MOTHPCETE EKCIEepT MO TeMaTa OT JaJieHaTa MHCTUTYLUS. AKO HE € IMOCOYeH
U3TOYHHUK, € PEIHO J1a CE CbMHSBATE B JOCTOBEPHOCTTA HA HOBMHATA. B MOBEUETO JOCTOBEPHHU
MaTepuaIl ce MocoyBa HauMHA Ha chOMpaHe Ha MH(pOpMalMATa M aBTOpa Ha MyOJIMKalUsTa.
[IpenopbunTenHO € 1a ce CpaBHU MHPOPMALIUATA, aKO € MYOJUKyBaHa B Pa3IMYHU U3TOUHHIIN;

e AKko momnajaHeTe Ha cTaTHs, MyOJIMKyBaHa B HEMO3HAT 3a Bac Ojor, a uHGopManusTa He €
THpakxupaHa HUKBJIE IpYyTrajie, TOBA € 3HaK, 4Ye HOBMHATa Moxke Ou e ¢ammuBa. Bunaru Tepcere u

JIpyrd pe3yaTaTd MO TeMaTa, a ako Te ca MaJKo WIM HHMKaKBH, MO-100pe He
pa3npocTpaHsaBalTe HOBUHATA,

e [IpoBepere natata Ha myOIMKaLuUATa, ThI KaTO YECTO CTAPU M HEAKTYaTHH HOBUHU C€
IycKaT KaTo HOBH.

OHJIAH (KMBEP)TOPMO3bT MPEACTABIsIBA W3MOJI3BAHETO HA WHTEPHET 3a
HaHaCSHE Ha €MOIMOHAJHA BpeJa BBPXY APYTH Xopa. TOpMO3BT B MHTEPHET MOXKE Ja MMa
paznuunu ¢opmu. Toll Moxe Ma MHHaBa Mpe3 pa3mpoCTpaHsBaHE HAa MOJUTPaBATEIIHU U
OoOMJTHA CHUMKH U BHJICOKJIUIIOBE B CATOBE 3a CIIOJIEIIsTHE HA BUICOCHAbpKaHUE KaTo Vbox7
u YouTube, cp31aBane Ha (hanmuBu IpoduiIn ¢ OOMIHO ChABPKAHNE B COIIMATHU MPEXH KaTo
Ask.fm, ®elicOyk u MHcTarpaM, KakTo U B ChOOLIEHUS U U300pakKeHHs] B MPUIIOKEHUS 3a
koMyHuKanus kato Ckaiin u Baiiobp, unm B u3mpamaHeTo Ha OOWAHH CHOOIICHHS H
KOMEHTAapH, B CBHIIUTE CAUTOBE U IJIATHOPMH.

KPAXKBATA HA ITPO®UJI (xakHaT npo¢uii) npeacTaBisiBa MPUCBOSBAHETO HA
qy)XJl MOTpeOHUTENCKH Mpodmil B ColMalHa Mpexa, ruardpopma 3a oOuryBaHe (Hampumep



@elicOyK), eIeKTpOHHA Molua Wiu JIpyr cait. Kpaxbara craBa Bb3MOXKHA Ype3 BIIM3aHE C
[IpaBWJIHATa I1apoJla M HEHWHaTa IOAMSHA C HOBA M HEW3BECTHA 3a YOBEKA, HAa KOTOTO
npUHaAIEKH TpoubT. Be3MoXkHO € cien kpaxOaTa mpomIbT Ja ce U3noi3Ba 6e3 3HAaHUETO
U ChIJIACHETO Ha II'bPBOHAYAIHUS COOCTBEHUK. AKO Ha JIeTe IO 3aIbJKUTEIHATA 33 IIOBEYETO
COILIMAIHM MPEXH BB3pacT oT 13 roauHu (Ta3u Bb3pacT € TakaBa, 3all0TO MO- rojisiMara 4acT
OT IOIYJIAPHU COLIMATIHU MPEXU Ca aMEpUKAHCKU U IIPaBUJIaTa 3a MOJI3BaHE ca ChOOpPa3eHu ¢
aMEpPUKAHCKOTO 3aKOHOJATENICTBO) Ce ch3aaBa coOcTBeH mpodun BbB DeiicOyk, MHOTO €
BaXHO IpU M300pa Ha BB3pacT Ja ce u3depe nox 18 roauHu, Thil KaTo 3a HEI'BJIHOJETHUTE
NOTPeOUTENN UMa BaKHU JTOIBIHUTEIIHU 3aIUTH.

KPA’XKBATA HA JIMYHU JAHHM e Bui KOMIIOTHPHO NPECTHILIEHUE, IIPU KOETO
ce IpUA00MBAT YyXKAM JIMYHU TaHHHM C 11eJ1 PMHAHCOBA U3MaMa UJIH 3JI0YIOTpeda KaTo TerjieHe
oT 0aHKOBa CMETKAa, WM KaHAMJATCTBaHE 3a KPEAUT OT 4UyXJI0 HMMe. Ta3u OmacHOCT Mo
IIPUHLMII HE 3acsira MO-MaJKUTE JIela, KOUTO HE NPUTEXKaBaT JIMYHU JOKYMEHTH, OaHKOBU
CMETKM uiau Kaptu. Ho mpu TuitHeHxbpuTe Haj 14-roauiiHa BB3pacT TO3M PUCK CTaBa
aKTyaJieH.

OUIINHI' ATAKUTE ca naii-paznpoctpanenata ¢Gopma Ha VHTEepHET M3MaMa |
IIMPOKO M3MOJI3BAaH MOXBaT OT KOMITIOTHPHU MPECTHIIHUIM 3a IOJydyaBaHE Ha BaKHA
nHpopmanusa. ToBa mpecTbiUieHHe ce Hapuya ,,pummar” (,,phishing” — "3apubsBane”,
npousnuza ot fishing — pr0oIi0B), 3a110TO €IEKTPOHHUTE CHOOIICHHS, KOUTO C€ pasnpaliar, ca
KaTto ,,BbIUIM’ C OCHOBHA LN MOJy4aTeIuTe Ja C€ ,,XBaHaT Ha TAX IOpaJud CBOATa
HEOIUTHOCT U HEOCBEJOMEHOCT, KaTo UM OTroBOpAT. [Ipu dumura namMmamMHunuTe pasnpaiiar
€JIEKTPOHHA TI01I[a, KOSITO MPETEHAMpa, Y€ MJIBa OT II0YTEHA KOMIIaHUS U CE OIUTBA Jia yoeau
noJryyaress a J1ajie BaKHa JIMYHa Win (puHaHcoBa uHGopmanus. EnekTpoHHOTO choOIieHue
OOMKHOBEHO MOJIH Jla C€ U3INPATAT JIMYHU JJAHHU U JaHHU 3a OAaHKOBA CMETKa B OTTOBOP WJIH J1a
ce BbBeJaT Ha yeOcailT, KbM KOHTO MMa Bpb3Ka. Te3W JaHHU ca HAapHUMEp MOTPEOUTEIICKH
MMEHa, IapOJIM U HOMEPa Ha KPEAUTHU KapTH.

KAK CE ITA3APYBA BE30ITACHO B UHTEPHET?

[Ipenn ma masapyBaTe OT €IEKTPOHEH Mara3uH, € MOJEe3HO Ja OObpHETe BHUMAaHHE
HaJu4Ha JIU € nH(opmaIus 3a UMETO, ajpeca u TenedoHa Ha Thprosena. He mpomyckaiite na
MIPOBEPUTE U JIaJIH JOCTABUMKBT € MOCOUYMIT U3PUYHO MPAaBOTO BU 10 3aKOH J1a C€ OTKAXKETE OT
nopbukara B pamkute Ha 14 quu. [lonesno 6u 6mio na mpoyerere BHB (OPYMUTE OT3UBU OT
JIpyrd TMOTpeOUTENH, KOUTO BEUYE ca Ma3zapyBalid OT BBIPOCHUS €NEKTPOHEH MaraswH, KbM
KOWTO CT€ Ce€ HacouYwiud. TBHproBembT € JUIbKeH naa Bu wuHbOpMHpa 3a OCHOBHUTE
XapaKTepUCTHKHU Ha BCSKa OT MpeJIaraHUTe OT HETO CTOKU U yciyru. Toi TpsOBa na mocodu
TSAXHATa [I€HA C BKJIFOUEHU BCUYKHU JAaHBIM U TAaKCH, KAKTO U CTOMHOCTTA HA MOIIEHCKUTE WIIN
TPAHCIIOPTHUTE Pa3XOAH, aKO HE c€ BKIIOYEHH B KpaifHata 1eHa. Ha caifta cnenBa na 0bre
MIOCOYEH HAUMHBT Ha IUIAIlaHe, JOCTaBKa M M3II'BJIHEHHE Ha JoroBopa. Baie mpaBo e na
BBPHETE, 3aKyleHaTa OT €JIEKTPOHEH Mara3uH CTOKa, ako ce OKake AedekTHa. Pexnamanusra
cu 3a neeKTHA CTOKa CJIe/IBa J1a IPEASBUTE B HIKOU OT OOCKTUTE Ha ThProBela, OT KOUTO CTE
s 3aKYIUIH. AKO ThProBEeIBT YBaXKH peKiaManusara Bu, B pamkute Ha Mecel TpsiOBa win J1a
peMoHTHpa Oe3maTHo 3a Bac cTokaTa uimy 1a st 3aMeHU ¢ HoBa. B ciryuait ue He ycree ga ctopu
€QHO OT JIBeTe, Clie/iBa WJIM J1a HaMajlu IeHaTa, WU J1a BbpHETE CTOKaTa, a Tol jga Bu
BBH3CTAHOBHU 3aIlIlaT€HaTa 3a Hesl cyma.

SAIHIMTA HA KOMITIOTBPHUTE MPEXHU OT OITACHA EJIEKTPOHHA ITOLIA

1. He TpsiOBa na ce nposiBsSiBa MHULIMATHBA 34 MOJTy4YaBaHe Ha UMEMIT ucMa, HHTEPHET
CTpaHMIIM, KOMTO IpeJyiaraT 0e3IuiaTHU W TIATeH! YCIYTH U CTOKHU, YeCTO MpeJylaraiy aa
BU U3NPATAT NpoMoLuu 1o e-mail. OTkaxeTe TakaBa yciyra.

2. Mmeiin aapechT ce criozens camo npu HyxJ1a. Koraro ce npenasa 1o evH WK IpyT
MOBO/I, C€ BHUMAaBa 3a CJIIETHUTE JIBE Hellla: TbPBO Al OpraHU3alusaTa Uil YOBEKbT, KOUTO IO
II0JIy4aBar, 1€ BU U3IIPATU HEXEIaH UMENIT; BTOPO, MOKE JIM J]a C€ pa3uuTa, 4e UMENI apeChT
HsMa J1a Ob/ie AaJieH Ha TPETO JIUIIE.



3. He ce oTBapsaTr umeinute B HexenaHa noma. Hukora He ce oTBapsiiTe MpUKauyeHH
(haiisioBe B CHOOIICHUS OT HEMO3HAT U3Mpaiad. AKO He ce TT03HaBa UMETO B 1oJieTo ,,OT”, He
OTBapstiiTe MpUKadeHUs (aiii.

4. AKO ce IOJy4yd HEOYaKBaHO ChOOILIEHHE ChC CTPAHEH NpUKadyeH (ailia oT mo3Har
u3Ipamnay, To Ou MOTJIO 1a ChAbpKa BUPYC. MHOTO 3710BpEeIHHU TPOTPaMHU CE Pa3lpOCTPaHsIBAT
710 BCUYKHM KOHTAKTH, KOUTO HaMepsAT B 0IaTa Ha 3apa3eHus KOMIIOTHP. TakuBa chOOIEeHUs
4eCcTO MMAaT CTpaHHA TeMa WM UMe Ha puKadeHus Qaiin. Yecto ToBa € MIeroBUTO ChOOIICHHE,
HachpyaBalllo MoJydaress Ja BUAM KapTHHKA WIM Jla MpoyeTe NMpHKaueH TEKCTOBHU (aili.
Bunaru u3uckBaiiTe MOTBBpXKIEHHE OT H3Mpaliadya, MpPeAud Ja OTBOPUTE CHOOIICHHE WU
npuKauyeH (aiiia oT TakbB BUI.

5. IlpoBepsiBa ce MBJIHOTO UME Ha MpuKadeHus (aiin. CKpUTUTE Pa3IIUPEHUS OT HMETO
Ha (¢ailna Morar 1a 3a0ayasaT a OTBOPUTE 3apa3eH NpukadeH ¢ailn or umeiia. Bunaru ce
NpOBEpsABAa JAIM HMMEMI TNPHIOKEHHETO IOKa3Ba NIBIHOTO HMME Ha MpHKaueHHs Qaiin,
BKJIFOYMTEIHO pa3IIupeHueTo. Bupycu u uepBen mMorar Jja ce CbhbpKar BbB (paiijioBe, KOUTO
M3IIIeKIAT KaTO KapTUHKH, HAIpUMEp ¢ pasmupenue .jpg. Ho e Bb3MOXKHO Ja UMaT CKPUTO
paslIupeHue, KaTo .exe Win .vbs KbM UMeTO Ha (hailyia, KOeTo 03Ha4yaBa, ye MpUKauYeHUT daiin
HE € KapTHHKA, a Iporpama, KOsITo IIe ce CTapTHpa, IIOM C€ OTBOPU NpUKadeHHS (aii.

6. BuumaBa ce c¢ (QammmBuTe npenynpexaeHus 3a Bupycu. DammuuBuTe
IpeaynpexaeHus 3a BUpycHu ca u3BectHU KaTo "hoaxes". ToBa e ¢anmmBo cboOIIeHIE, KOETO
MOJIBEXK/IA TIOTPEOUTENNTE JIa BSIPBAT, Ye Ca MOJYYWIH BUPYC M TH HAachpyaBa J1a IpPEnpaTsIT
IIPENYNPEXKACHUETO Ha BCEKH, KOTOTO IT03HABAT.

7. He otBapsiiTe umeils, chabpKalll HeXxeNlaHa pekiaMa. Toil Moxe 1a Obe U3I10JI13BaH
3a IIpeHacsiHe Ha BUpYcH U uepBen. OT cboOpakeHus 3a CUT'YpHOCT Ou TpsIOBaJIo Aa U3TpUBATE
BCHUYKHU PEKJIAMHHU CHOOIIEHUS OT HEMO3HAT U3Mpalliayd BeHara, 0e3 1a T oTBapsTe.

8. He ce um3mon3Ba camo egHa TMOIIEHCKAa KyTHs 3a BCcH4Ko. CHeLMaluCTHTE 10
KHOEpCUTypHOCT MPENOPBUBAT J]a CE OTKPUBAT HAKOJIKO PA3IMYHU MOLIU U Ja C€ pa3ielisiT 1o
IIpeIHa3HAYCHHE.

9. M306srBaiiTe chIO Taka Ja MpenpamaTe MmicMa MEXAY HAKOJIKO BAIIH IOIIEHCKH
KYTHH.

10. He e mnpenopbuuTeNHO Ja ce€ TMpenpamar IUcMa /0 HAKOJIKO YOBEKa
enHoBpeMeHHO. Oco0eHO TakHBa, OT THUIA - "MpenpaTere ro J0 7 YOBeKa M I BU Ce CIy4d
Hemo Xxy6aBo" win "moMoruere Ha OOJIHOTO MU JIETe, KaTo MPEnpaTuTe ToBa MUCMO Ha MHOTO
XO0pa, €IM KOW CHM Ille MM JaJe 3a BCEKM 3 uMmeiia 5 neHra, Hanpumep. Te3m nucma ce
pasmpocTpaHsBaT C IeJd ChOMpaHe Ha JEUCTBUTEIIHM UMEWT aJapecH, Thil KaTo TpH
npernpaiiase, KbM MHUCMOTO ce 100aBsAT aBTOMAaTHYHO U apEeCUTe Ha MPEIHUTE MOJTyyaTesH.
Crnen HAKOJKO MpenpaliaHusi, B €IHO TaKOBa MUCMO CE€ ChOMpAT HSAKOJIKO CTOTHIM PEaTHU
UMEI ajipeca, KOUTO CJIe]] TOBa ce MpojiaBaT Ha GUPMHU 3a CIiaM.

11. Ako Bce mak McKaTe Jja MpernpaTuTe HIKaKbB TEKCT WIM MH(OpMALKs, KOSITO CTe
MIOJIYYMJIM, KOIUpANTe TEKCTAa U I'0 U3IpaTeTe KaTo HOBO nucMo. He nmpenpaiuaiite npexHoTo,
BBIIPEKU Y€ € MPUMaMIIMBO MO-JiecHO. Taka 11e npeanasure NpusaTeanuTe cu oT ObIEI CIIaM.

12. Axo nopanu HsKakBa NPUYMHA JBPXKUTE Ja MPENpaTUTe OPUTMHATHOTO MHCMO,
cnoxerte agpeca B BCC (Blind Carbon Copy) BMecto B CC. Taka HUKOH OT IOTy4aTeIUTe HIMa
Ja BUAM aIpeCUTe Ha Jpyrure nonydarend. [IpuunHara na ro u3nosi3Bare HE € Ja CKpUETE
MoJIydyaTeNuTe €IUH OT JpYyr, a Ja TW MpeanasuTe, B clydyall 4e aJpecHara KHHUra WiH
eJIEKTPOHHATa I0Ila Ha HIKOW OT TAX CTaHe JOCThIIHA Ha cnam-00T (HampuMmep MHopaau
BHUpYCHA UH(EKIINS Ha KOMIIOThPa MY).

13. Tleyanba ot notapus: He cre crnedenwid. CnaMbpuTe U3MON3BAT Hall-pa3nuyHU
NpUMaMJIMBU 3arjlaBus Ha MHCMara, 3a Ja HakapaT MoJiydaTens Ja T'M OTBOpH. MHOro
NoTpeOUTEeN HAUCTUHA OTBApsAT MOAOOHM mucMa. Jlopu cien OTBapsSHETO BeJHara jAa Tro
U3TPHUETE, CAMOTO OTBApsiHE HA MUCMOTO OU MOTJIO Jia MOTBBPAM, Y€ apeChT € peajeH U Bue
CT€ I'0 MOJIYYNIIH.

14. OtnucBane OT O10JIETHH, 32 KOMTO HE TTIOMHHTE Jla CTE ce 3anmucBaiu. YecTo cpeman
METO/I, U3II0JI3BaH OT CIIaMBbPUTE 32 HAMUpPAHE HAa aKTUBHUTE MOLIEHCKH ajipecH. M3npaia ce
OIOJIETUH C JWHK 3a OTHHCBaHe (yX) OT moiiydaBaHeTo My. OTHHCBAaWKH ce€, BCBHITHOCT
NOTPeOUTENAT MOTBBPIKIABA, Y€ M3I0I3BA MOIICHCKATa KyTHs, C KOETO BEJHAra BliM3a B CIlaM
muctute. BMecTo na ce otnucBare, GI0KupaiTe MoJy4yaBaHETO Ha IMMCMa OT TO3HU afipec.



15. He otBapsiite nucma, kouto ca ¢ummHr arakd. Hail-moOpuar HauumH Oa ce
3alIUTUTE OT (PUIIMHT aTaKH € KaTo HUKOra He OTBapsATe (UIIMHI MHCMa, HO YECTO € TPYAHO
Jla ce pa3no3Hae Koe MUcMo € (pUIIMHT aTaka. Mo)keTe J1a T¥ pa3lo3HaeTe 1o:

e OOpsmenueto e "Dear Customer" wim "Dear User", a He Bamero ume.

e B nucmoro nuie, ye akayHThT Bu 111e Ob/1€ IpekparTeH B ciiydaii, 4e He IOTBbPANUTE
JaHHUTE cu He3abaBHO. /Hackopo cnambpute M3nos3Baxa 1mojgo0eH noxsar korato Ckaiin ce
cpuna 3a | gen. Pasmpoctpanuxa choOIIEHNUs, Y€ CKAWT I1¢ YNCTH HEAKTHBHU aKayHTH H CE
HCKallle 1a ce pa3npaTu choOlleHne Ha IoHe 15 moTpeOuTens, 3a 1a ce J0Ka)xe akTUBHOCT./

e VIMelbT HIBa OT aKayHT, IPUJIMYAILL, HO HE €HAKBB C TO3U, KOWTO M3I0J3Ba
u3BecTHa (pupma, opraHuszamys u Ap. AKO HE CT€ CUTYPHH JIaJId MUCMOTO € (PUIITMHT UITH HE,
Hail-noOpe e a He OTBapsITe JIMHKOBE, KOUTO ca ITyOJIMKYBaHH B HETo, a /1a HalluIIeTe Ha
pbKa ajipeca Ha caiiTa, KOWTO BU € HEOOXOJUM.

e AKO CTE MOJIY4YHJIM TaKOBa IIMCMO, 3a IPEAIIOUYNUTAHE € J1a OJIOKMpaTe aapeca, OT KOHTO
e usnpareHo. Koraro ro 6iokupare, Bue naBare yka3aHus Ha NOLIEHCKUAT KIIMEHT, Y€ TOBA €
crmaM U He TpsiOBa aa ce nmpuema. [Topeueto moTpedburenu odaue MpocTo U3TPUBAT criaMa U TOH
IIPOABIKABA J1a MJIBA B KYTHATA.

HacTrosimmre npaBu/ia ca cbIiiacyBaHu ¢ pa3padoTeHH, ¢ y4acTHETO HA eKCIIepTH
or oraen ,,KumbepnpecrbnHocr” kbM I's1aBHa nupeknusi ,,bopda ¢ opranmsmpanara
npectbnHOcT” U ¢ LleHTHpa 32 Ge30maceH MHTEPHET, MPaBuJa, ¢ orjex (popMUpaHe HA
NOJMTHKU B YYHWJIMIIATA, KOMTO A OPraHM3HPaAT M3IMO0J3BaHETO HAa 00pa3oBaTeTHHSA
NMOTEHIHAJI, KAKTO HA KOMIIIOTbPHATA Mpe:Ka Ha o0pa3oBaTe/JHATa MHCTUTYLHS, TAKA U
HA 171002J1HaTA Mpeska, B ChbYeTaHHe CbC CHCTEMa OT MEPKH 32 CUTYPHOCT H 0€30I1acCHOCT
HA /IelaTa ¥ y4YeHHIuTe, THPOPMHUPAHOCTTA U IMTUTAJHATA TPAMOTHOCT HA 00IIHOCTTA




